INTERNAL AUDIT AS A KEY COMPLIANCE RESOURCE

By Nick Mallouf, CPA, CISA

Quick - who in your company is responsible for compliance on a day-to-day basis - Compliance, Internal Audit, or Legal?  Who should be responsible? …… I’ll ask this question again later.

The Compliance Environment

With market conduct reviews and record-breaking fines making unpleasant insurance headlines for the last few years, compliance issues have moved from the backwater to the forefront of management consciousness.  For example, the California department of insurance has stated it will be increasing the size of its Market Conduct unit from 20 to 30 examiners.  With this heightened awareness at both the federal, state and company level, there is obviously a need for a serious management commitment to compliance and effective internal controls over the compliance function.  This increased attention to compliance issues and the accompanying controls and monitoring are becoming, more than ever, a critical area for Internal Audit (IA) involvement.

MC reviews can be general and comprehensive, dealing with marketing practices, commissions, rating, sales training, advertising, customer service, record keeping, etc.  They can also be very targeted, looking only at one specific process such as claims, HIPAA, suitability, broker-dealers, etc.

Increasing Emphasis on Internal Audit 

During MRC Consulting Group’s Y2K reviews for various state departments of insurance (DOIs), we found a wide variety in the level of Internal Audit (IA) involvement in regulatory issues (although Y2K was not initially a regulatory issue, many state insurance departments belatedly made it one). Our firm recently conducted a survey of insurance IA departments regarding their involvement in regulatory issues and found the same mixed level of IA involvement regarding compliance issues in general and Market Conduct (MC) in particular. 

Both regulators and industry associations are increasingly looking to IA to perform preemptive compliance reviews and regular monitoring of compliance activities.  The National Association of Insurance Commissioners (NAIC) MC exam standards call for requesting information on IA activities.  This would include such things as risk analysis, audit programs, scope, reports, and interaction with outside auditors.  We recently attended a training conference that brought regulators and company compliance officers together.  Both regulators and non-company compliance specialists mentioned the benefits of having the IA department involved in compliance reviews and monitoring.  However, there was no response from the company compliance personnel present indicating that any of them had IA involved, either successfully or unsuccessfully.  This non-response begs the question – do they know what IA is doing in their company regarding compliance?  Do they regard IA as a complimentary compliance-monitoring device that can make their job easier?

Also, the Insurance Marketing Standards Association (IMSA) standards specifically mention IA in several sections as an internal monitoring unit of the standards and procedures set up for its certification.  This is a critical ongoing control issue, since IMSA requires its certified companies to be recertified every three years and prove that they have been consistently meeting the standards during this period

MC Exam Exposures 

There are always new business practices that, by their very nature or their impact on the public, will eventually trigger MC scrutiny.  One of these areas of exposure that is ripe for review by both regulators and IA is Long Term Care (LTC).  It’s one of the hottest markets in the life & health industry today.  Every day another company offers a new LTC product.  It’s also an area of increasing scrutiny by the regulators.  Why?  Because many of the early carriers who did not have much historical experience upon which to base LTC pricing structures are now needing to raise their rates on existing policies due to underwriting losses.  This causes a certain number of policyholders to have to drop their coverage, just as they are getting of age to use it.  Naturally, the regulators are going to hear about it.  This rating practice makes the LTC line of business is a great example of where IA could perform a preemptive MC review of your underwriting, rates, suitability, advertising, claims, and complaints.

Another area for review is the interesting trend in the industry of P & C agencies banding together and buying/organizing a captive insurance company, which they control.  Reinsurers are doing similar captive development.  Neither group, if they have not already been running a front-line carrier for years, is likely to truly understand the compliance and other internal control exposures and requirements that go with such a carrier.  If it’s a small carrier, it probably doesn’t have or can’t afford much of a compliance staff or an audit function of its own.  This is a ripe environment for compliance issues to be relegated to the back burner or to fall through fairly large control cracks.

And what are the banks doing to assure themselves that the agencies they are working through or their in-house agents are using marketing methods and tools that are compliant?  True, they are used to working in a highly regulated environment, but the rules and regulators for insurance are not the same as in banking.  Of course, the same could be said for the insurance companies moving into banking.  Both individual insurance companies and the National Association of Mutual of Insurance Companies (NAMIC) are applying for and receiving thrift charters that will expose them to a whole new level of regulatory challenges.

Best Practices?

Our recent survey found the following examples of compliance activity performed by IA departments:

· Annual general MC reviews

· Coordinating and monitoring of all MC reviews of their company, including  monitoring MC reviews of other insurance companies

· Targeted reviews that purposely or coincidentally address certain MC areas

· None - leave it to Compliance Dept. and/or Legal Dept.

· Preemptive reviews in advance of known MC review of company

· Incorporate compliance as part of risk assessment and include compliance issues in every audit

In our opinion, this last practice is the most effective way for IA to enhance a company’s compliance efforts.  It will take more up front commitment to IA education and planning.  It will also require constant communication and coordination with the Legal and Compliance units.  And this approach doesn’t exclude the need for audits of targeted compliance issues.  However, once implemented, the resulting long-term compliance coverage should be much more extensive and effective than periodic high-level reviews and one-time reviews of known exposure areas.

The California DOI has recommended the following compliance-related items be added to IA procedures:

1. Conduct rating and claims development spot checks, calculating premiums, reserves, or claim payments manually.

2. Verify compliance with all claims or underwriting guidelines in live policy files.

3. Verify that all new guidelines are consistent with adopted plans/procedures.

4. Verify that all impacted branches receive revisions to rates and underwriting or claims guidelines with clearly stated implementation dates.

5. Review company rules and guidelines for ambiguities and inconsistencies and from the perspective of fairness to diverse risks.

6. Verify the consistency of rating, underwriting, claims handling, and processing procedures between branch offices.

7. Verify compliance with statutes and regulations, particularly new regulations (in the rating plan, eligibility guidelines, claims or underwriting rues, etc.).

8. Compare the rates in use with filed rates.  Verify that the rates for every product have been files.  Pay special attention to Surety, “Uncontrolled” Inland Marine, General Liability Guide “a” rates, and Umbrella/Excess rates.

Training Issues

In our opinion, the biggest challenge to IA in the compliance area is not the risk assessment, the audit scope decisions, or the checklist/program development.  It’s the vast, rapidly growing volume of laws and on the gusher of new regulation coming from all the states, the federal government, the NAIC, the SEC, the Federal Reserve?  If your company is expanding into securities and banking, its compliance exposure multiplies with each new financial service.

Most IA units are at least aware of the compliance exposures their companies face.  At one insurance audit conference we attended, not only was there a specific session on compliance practices, but also half the questions in a general session turned out to be compliance related.  

How does an insurance company help its IA unit stay current on regulation exposures?  Most companies have an attorney on staff whose responsibility is to stay current in regulatory matters – this could be the most convenient resource for IA.  Additionally, most state DOIs publish a newsletter with new regulations and legislative developments.  There are also commercial newsletters out now that track changes and updates throughout the various states and federal regulatory bodies.  If your outside audit firm is one of the Big Four or a large regional with a significant insurance practice, they probably have insurance regulatory specialists on staff who can help.  And a quick review of the web finds pages of compliance-related attorneys, consultants, and software vendors who can help, albeit for a price.

Some of the questions you could ask to determine the level of compliance awareness of your IA group:

· Does IA know what kinds of events trigger MC exams (e.g., consumer complaints, legislative referrals, DOI referrals, commissioner initiatives)?  

· Are compliance issues included in the IA risk analysis? 

· Do the IA staff and management attend compliance seminars, training, and conferences?  

· Does IA stay in constant touch with the Legal and Compliance departments?  Does it audit their compliance activities?  

· Do your auditors understand what an effective compliance program consists of?  What basic success indicators to look for?  

· How many compliance personnel are required for a company your size?  

· Are compliance issues included in control self-assessments? 

An Effective Tool

Quick - who in your company is ultimately responsible for compliance? Audit, Legal, Compliance?  The answer, of course, is everyone.  Today’s regulatory environment does require everyone in the company to be aware of compliance exposures.  Your challenge is to determine who will monitor those exposures for you, disseminate new rules, install the necessary administrative changes, etc.   

IA is just one of the management tools available to do this.  And, as we saw earlier, the most effective way for IA to fulfill its compliance responsibilities is to make them a part of everything audit-related activity they perform.  This includes the initial risk assessment process where annual, tri-annual, etc. audit plans are established, down to the individual audit checklist level.   This way, IA becomes a built-in compliance-monitoring device that affects each part of the company they touch and compliments the efforts of the Legal and Compliance units.  Our experience in MC reviews finds this kind of IA involvement to be an effective tool in reducing the kind of exposures that trigger MC exams.
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